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Dear Madam,

Thank you for your request for information dated 02/05/2024 and detailed below.

1.

How regularly do you perform Disaster Recover exercises based on a Cyber
Breach use case, which involves recovery of data and servers from backups, and
are these exercises performed manually or automated?

a. Quarterly

b. Bi-annually

c. Annually

d. Other — please specify

Within the last twelve months, have you proven that your current data and server
backup and recovery solution can recover all your critical business services’
(typically 30-40% of all infrastructure) within your organisations Recovery Time
Objectives and Recovery Point Objectives?

What is your level of confidence that your backups are protected sufficiently such
that, as part of a sophisticated cyber breach which initially targets backups prior
to compromising production data, you can fully recover?

Extremely confident

b. Somewhat confident

c. Neither confident nor unconfident

d. Somewhat unconfident

e. Extremely unconfident

o

Is your department actively using any software which is no longer supported by
the developer of that software? (Software which no longer receives updates or
patches from the developer.) For example, an old version of Windows.
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The Freedom of Information Act 2000 gives you two rights of access when you write to
us asking for information. You have the right to know whether we hold recorded
information falling in scope of your request, and you have the right to receive this

recorded information subject to cost limit or exemption.

The information you have requested is provided below:

Please be advised that the provision of the Department’s digital services is the
responsibility of Digital, Security and Finance Shared Services (DSF) which is part of
the Department of Finance (DoF). DSF has confirmed it will reply to you on behalf of all
NICS departments. You can contact DSF at the following: FOI/EIR Team, Department
of Finance, Clare House, 303 Airport Road, Belfast, BT3 9ED. Email details:
foi@finance-ni.gov.uk

If you are unhappy with the result of your request for information you may request an
internal review within two calendar months of the date of this letter. If you request an

internal review please do so in writing stating the reasons to the address above.

If following an internal review you were to remain dissatisfied you may make a
complaint to the Information Commissioner and ask the Commissioner to investigate
whether the DOJ has complied with the terms of the FOIA. You can write to the

Information Commissioner at:

Information Commissioner
Wycliffe House

Water Lane

Wilmslow

Cheshire

SK9 5AF

The Commissioner will not investigate a complaint unless an internal review procedure

has been carried out.

Further details on the role of the Information Commissioner and the handling of appeals

can be found at; www.informationcommissioner.gov.uk
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Yours sincerely

Records & Information Manager





